Abstract-This paper introduces a novel design for a multiple node upset tolerant flip-flop. This design uses the TDICE memory cell that was proposed in the technical literature for memory arrays and applies its principles of operation to a Master Slave flip-flop implemented at 65 nm CMOS technology. It is shown that the proposed design approach is particularly suited for flip-flops targeting highly radioactive environments; simulation validates the multiple node upset tolerance and its viability. A test chip developed for the on-silicon validation is also described.
I. INTRODUCTION
With the constant scaling of transistors' feature size, one of the most important reliability problems affecting the semiconductor industry in recent years is the interaction with ionized particles [1] and to atmospheric neutrons [2] . These interactions can cause glitches in combinatorial logic and a permanent loss of information in memory elements when the so-called Single Event Upset (SEU) occurs; a SEU flips the value stored in a memory element.
Different approaches have been proposed to tolerate the presence of SEUs; fault avoidance approaches (such as found in [3] [4] ) are targeted at modifying the technology or the design of the memory cells (examples can be found in [5] , [6] .) to make them tolerant to the presence of injected charge and consequently avoiding the occurrence of the bit flip. Fault tolerant approaches instead target at tolerating the occurrence of the bit flips at system level by adding different redundancy approaches such as coding (information redundancy) TMR/DMR (hardware redundancy) repeated operations (time redundancy) [7] . Depending on the size and the use of the memory to be protected (register files, cache memories, main memories, storage memories), different ECCs have been used [8] , [9] , [10] , [11] . However, these techniques are not suitable for the protection of single memory elements such as latches or flip-flops. For these cases circuit-level fault tolerance techniques are more efficient. Many circuit-level fault avoidance approaches have been proposed in the past to make the circuit of memory cells tolerant to the presence of charge injection at any of their nodes [5] [6] . The DICE cell [12] is one of the most popular designs that over the years has become nearly a standard for SEU tolerant circuit design. However the DICE-cell as well as other SEU tolerant designs are now facing new challenges caused by the so-called charge sharing effect. As device size shrinks, spacing between nodes decreases significantly and the charge generated from a single event strike may diffuse, thus affecting adjacent nodes, i.e. charge sharing occurs [13] . The adjacency can be considered at circuit-level too. As a single event occurs, the multiple node upset scenario is likely to require new designs for hardening memory cells. The occurrence of SEU with multiple node upset also more likely when a high rate of impacts from extremely high-energy particles is expected. This is the case of the Large Hadron Collider at CERN, where part of this work was carried out. The flip-flop presented in this work has been designed to work in that radiation environment that is at least ten times more radioactive than the space environment. Usually circuitlevel hardware redundancy techniques are also used to protect the flip-flops from a SEU [14] [15] . While memory arrays use efficient error detection and correction codes, the sparse and irregular placement of flip-flops into a chip, makes it less effective when applying techniques based on error codes.
The objective of this paper is to introduce a novel flip-flop design based on a previously introduced Multiple Node Upset Tolerant cell known as TDICE [16] . This design leverages the principle of operation of the TDICE cell by adapting it to a master slave flip flop and in particular, by taking into account the specific design constraints of a high Total Ionizing Dose (TID) environment present in experiments carried out at CERN.
II. BACKGROUND
This section shows a brief review of soft error modeling and the techniques for protecting information from a SEU.
A. Single Event Upset Modeling
When an alpha particle strikes silicon, it travels and loses energy along a straight path [3] . The denser the material is, the quicker a heavy ionizing particles loses its energy because there is a higher density of charge with which to interact. As heavy ionizing particles loses its kinetic energy (thus reducing its velocity), it allows more time for its positive charge to induce electron-hole pairs through Coulombic interaction. Consequently, the charge generation rate increases with the distance traveled by the heavy ionizing particles and reaches a maximum near the end of the heavy ionizing particles path. The phenomenon of a heavy ionizing particles striking MOS devices has been extensively studied; it is modeled by a time varying double-exponential current pulse given by :
where τ α is the collecting time constant of the junction and τ β is the time constant for initially establishing the ion track. The parameter I 0 depends on the amount of injected charge. The time constants for the exponentials depend on several process factors [17] . From the current expression, it is possible to calculate the associated critical charge by integrating it, i.e.
If the collected charge reaches a critical value that is sufficiently high to result in a voltage value over the fanout gate logic threshold, an incorrect value can be propagated. Therefore, the heavy ionizing particle hit has been simulated by connecting an ideal current generator to one or more affected nodes [6] [12] . The affected MOS is replaced by a current generator as per the current equation shown in figure 1 ; this simulation-based approach has been verified to yield the same correct results as a 3D device modeling approach [18] . 
B. DICE based Flip-Flop
Regular arrays made of memories allow a designer to use high efficient error detection and correction codes, such as orthogonal codes, flip-flops are usually placed in a sparse and irregular manner on a chip, and therefore it is not possible to easily apply techniques based on error codes. Therefore, hardware redundancy techniques are usually exploited to protect the flip-flops from a SEU. In a DICE flip-flop the redundancy plays an essential role to protect the stored data from a SEU.
A DICE latch has a 4-nodes redundant structure; this implies that the logic state of each of the four nodes of the cell is controlled by two adjacent nodes located on the opposite diagonal. The schematic diagram of the DICE latch figure 2 . The DICE latch is fully tolerant to a single event affecting only one node, but it is sensitive to a multiple node upset. The multiple node upset happens when a single event effect influences at least two different nodes and both of them change their state.
III. PROPOSED DESIGN
In this section, the proposed flip-flop design for multiple node upset tolerance is presented; this new design is referred to as F-DICE. A typical DICE cell is protected from any single node upset, but it has little protection from a multiple node upset. The basic principle of the proposed design is to insert four NMOS transistors to block the feedback on the PMOS gate of a DICE cell. If a particle strikes two sensitive nodes, the block transistors protects the charge stored in the PMOS gate capacity and cause an increase of the critical charge of the cell at the sensitive nodes. Figure 3 shows the proposed design arranged in a typical master/slave structure, the master and the slave latches are the same. The single latch has two working modes:
• Writing mode : in this mode, the output of the latch follows its input. There is no protection from a multiple bit upset, because the block transistors are closed.
• Holding mode : in this mode, the latch holds the output fixed to the stored logic value. Block transitors disconnect the PMOS gate to prevent the error to propagate to adjacent nodes.
The inverted clock, clearly, drives the slave latch. When the master latch is in holding mode, the slave latch is in writing mode and vice versa. Figure 3 shows that the master latch NMOS block transistors (N3, N4, N5, N6) are driven by the inverted clock; the write operation of the latch is done by changing the logical state of two nodes. This change is done through two transmission gates (TG1, TG2). To simplify the writing operation, there are two NMOS transistors (N1, N2) that block the feedback when TG1 and TG2 try to change the state of the FF. In this cell there is also a chain of two inverters for the generation and the propagation of the clock and inverted clock signals. The proposed flip flop design was implemented by full custom flow and targeted to a test chip developed and taped out at CERN using TSMC 65nm technology.
The size of the cell is 1.8μm × 15.2μm. The height of the cell is the same of a standard cell in TSMC library. The average distance between two sensitive nodes is about 1.5μm. To equalize the clock delay of the master and slave latches the clock driver is located in the middle of the cell. For the routing of the signal inside the cell is used two metal layer.
Furthermore, the developed flip flop is specifically targeted to highly radioactive environments typical of the experiments carried out at the CERN Large Hadron Collider where the total dose is expected to be as high as 100 MRad/10 years.
Due to the high quantities of radiation that the flip-flop must be able to tolerate, the flip-flop requires also the adoption of specific design techniques as countermeasures against the effects of total ionizing dose effect. In particular, the flip-flop has been designed with channel size of transistors of 300 nm [19] . As shown in Figure 4 , the increase of leakage current caused by the total ionizing dose for devices with a channel width over 300 nm is less than ten times. accumulated ionizing dose.
Fig. 4. TID Effect on NMOS in 65nm technology
The use of wider transistors allows designing circuits that present a limited sensitivity to the TID effect, thus providing performances with limited time variability with respect to the accumulated ionizing dose.
IV. SIMULATION
This section shows the multiple node-upset tolerance of the latch made of the designed flip-flops compared to its DICE counterpart implemented at the same 65nm technology node. This simulation was performed using the SPECTRE simulator and the TSMC's model transistors. The simulated circuits are shown in figure 5 To validate the tolerance to multiple node upsets, the simulation was performed for every pair combination of circuit nodes affected by charge injection. The tolerance of the sensitive pairs in the TDICE latch increases of about 150% compared to the critical charge of the DICE cell in the same pairs. In some pairs the critical charge increase over 250%.
As an example, figure 6 and 7 show the charge injected in X 0 and X 2 for a DICE and a TDICE latch. Every point in the figure is a simulation with different injected charge. The red area denotes a data corruption. The critical charges are different for pairs and nodes configurations. In this example, for 1-0-1-0 configuration, the critical charge is 150fC for a DICE latch and more than 300fC for a TDICE latch. 
A. Timing and Delay
The timing characteristics of the two designed flip-flops are reported on tables I and II for different process corner conditions; these tables show that the insertion of the four block transistors causes a loss of maximum clock speed of nearly 35%. 
B. Area and Power Consumption
The area of a single F-DICE is 1.8 × 15.2μm 2 , while the area of a FF-DICE is 1.8 × 11.4μm
2 . The insertion of the eight NMOS transistors (four in the master latch and four in the slave latch) increases the area of the F-DICE by nearly 30%. The power consumption of the two designs is shown in tables III and IV. Tables III and IV are calculated at 1GHz clock frequency. In this case, the F-DICE shows an overhead with respect to the FF-DICE of nearly 50%
VI. FULL CUSTOM TEST CHIP IMPLEMENTATION
To validate the proposed flip flop design, the Micro Electronics section at CERN also developed and taped out a test chip that fully passed the post silicon verification phase.
The test chip was used for a series of tests under radiation to confirm the simulation results on the effectiveness of the designed cell with respect to multiple node upset tolerance. To compare the effectiveness of the proposed design with respect to previous designs, the test chip implements standard flip flops, FF-DICE and the proposed F-DICE. Therefore, the test chip was composed of the following three shift registers:
1) The first shift register was composed of a chain of 7200 F-DICE. 2) The second shift register was composed of a chain of 7200 FF-DICE.
3) The third shift register was composed of a chain of 7200 standard cell flip-flops taken from the TSMC library.
The shift registers are organized in rows and columns, they are loaded from the same input, while they have three different output pads (see Figure 7) . The size of the test chip was about 1mm×1mm. At the beginning of every row there was a clock driver. The clock driver was composed of two stages driving 200fF for each row. The input of the clock driver was linked to the output of the previous clock driver. So the clock signal of every row was delayed from the previous one.
The reasons for the use of the clock skewing are :
• The die is bonded with golden wires of about 2 millimeters. They produce a not negligible parasitic inductance between pads and power that could be cause the simultaneous switching noise.
• The available area for power pads is limited.
The clock skewing allows to decrease the simultaneous switching noise and potential dI/dt effects. The clock skew between two adjacent rows is about 120ps and it is obtained from the chain oh the two inverter. This skew makes sure that the current consumption is as constant as possible and consequently it makes sure that dI/dt is the smallest possible.
VII. CONCLUSION
The use of circuit level fault avoidance is an attractive solution in particular for flip-flops and register files that cannot exploit ECC codes with the same effectiveness of the intrinsically regular memory arrays. Moreover the constant shrinking of transistors feature sizes is increasingly jeopardizing the effectiveness of previous SEU tolerant circuit design due to the so-called charge sharing effect. Based on this motivation, this paper has proposed F-DICE a novel design of a flip-flop for improved SEU tolerance. The proposed design improves the critical charge of the sensitive nodes for multiple nodes upsets.
Furthermore F-DICE uses also specific hardening techniques conceived to be effective in highly radioactive environments, in particular for the total ionizing dose effects (such as those affecting the experiments at CERN). F-DICE has been verified through extensive simulation and it has also been implemented on a test chip that has been submitted to radiation experiments.
